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Abstract

The transition toward a digital society has profoundly transformed educational systems
in terms of learning management approaches, school administration, and students’ patterns
of technology use. Digital technologies have created new opportunities for accessing
knowledge and enhancing learning potential. However, the rapid expansion of online
environments has also introduced significant risks, including cybersecurity threats, data privacy
violations, cyberbullying, and broader socio-technical challenges that affect students, teachers,
and educational institutions as a whole. These challenges indicate that the development of
digital skills alone is insufficient; it must be accompanied by the strengthening of digital
resilience and systematic governance mechanisms.

This academic article aims to analyze the context of online risks within the Thai
educational system, synthesize concepts of network governance in educational institutions,
and integrate the frameworks of digital citizenship and cybersecurity principles in order to
propose a holistic model of network-based management for enhancing online risk resilience.
The study employs an analytical literature review of research articles, academic books,
international organizational reports, and policy documents to develop an integrated
conceptual framework.

The findings suggest that strengthening digital safety in educational institutions requires
multi-sector collaboration, the development of digital citizenship competencies among
students and personnel, the establishment of proactive monitoring systems and cybersecurity
protection mechanisms, and coherent policy support and strategic governance at both national
and institutional levels. The article proposes an integrated network governance framework that
connects technological, social, and policy dimensions to support the development of a safe,

adaptive, and sustainable education system in the digital era.

Keywords : Educational network governance , Digital safety , Online risks ,

Educational administration
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yinwgAdviauaymsaatamsssuesdng Matuayumsldinaluladednsduingey maysanmsUsziiu
walesdvialundngns JlFduiissnsvisaneuidssiunnulaendslees uidsdaaduvinuy
Adgluanissudl 21 19y 3AnTATIEY sdeans msviausiudy uaznsiSouinasndin
(Partnership for 21st Century Learning, 2015)

uenninsimumaideshdtaddauduiusfunsaiegiduiumaindsauresiFou
fi3suiifiinvenaidefidvagainamisadanisanudsseeuladldd fanunszmindiAeady
NANTENUYBIA BATIARAUAE Waga1uITaT1saNnaseuinadines ula wageeonlall
Iog1amunzan MINMLIBIAAIUIAINA1IRITUNUIMAAYABNMTNAUIAMAINTTN LazAnunn
msFeuivestiFeuluszozen (Livingstone & Smith, 2014) Bnuszifunileifienudrdny fo unun
voengwaziuImsanuAnwilunslufindunadewnidvia agpisldsunisimuaussousAuaIva

https://sol1.tci-thaijo.org/index.php/J_SSR/about

f
=1
4



https://so11.tci-thaijo.org/index.php/J_SSR/about

o) 0155?“15 ha i LB U 2 atuil 3 furew - Wwwigy 2569 6
& ddANANBIUSNSSAU Vol.2 NO3  March — April 2026

LazaTusIINANTALmMADY s oL 0 i elanunsantenenmuiuazdunuueg A AuA S oy
YUY JUTsanufnew msduasunisimuauleuigsuaulasndefidvia n1sldnalulag
98155 URnYoU uagnsaTIuAevIsamTINTioduUnaseuazyuvY LiloaTaszUvatuayuy
MIaIun wawlesRdasgedadiu (Fullan, 2014) azsfeuliidiui lunmsiuanudunadiodava
flyiissinvediuynna uiluosdusznoudidgaesszuuiinanisfinuiAdia (Castells, 2010)
fiffosondanudandessninediFou a3 fuims funases uazdsanlaesiu mawammailesndsa
o1 duszuvazdisiaiuaiegiduiudvesulay anaudesiunginssuadviailivmzay
wazdaesunsltimaluladiftensianndsauegisdsdu

ANuUaRAfEAdaluanuAne

AuUaensuRiia (disital safety) Muneds NszUIunTT 11A5NT5 wassyuuiildietesiu
Taya srvumalulad wazldandeanaiunislaiues wu fauwid n1slasnssudeya nsaziiin
aandudiud nsvasnarimisoeulall waznsanausudeAdvia (OECD, 2021) Tuusunves
a1 mnuUaonduAtvaldldsinfissumaiavinty wifinseunquisdiniadnine daau
T3u5930 uazMIUIMITansesdns iesngiFeu ag uazyrainsmemsAnuehadugldinalulad
fdvaedsioid eslunszuiunisifous n198 eans Lazn15UINIINISANYY ALAIAYY
vosaudasniefdnaluaniudnuiiiuduodwdeidosnunisvesdives n1siFouieoulal
wnannesuNTSEuIATa warnsldinsededenueauladluniiseu nsSeuskusruveaulal
Pagifinlenanisnsdne uivagieatufifinanudes dedeanamsleies Wy n1sialua
vestoyafiiou nsgnlaudmslaiveseszuvaniufine uaznisanaunseoulatiidswase
aunmensinuesidou snumnasnistesiufiangay Jamivand eradmansgnudenanin
M Aandesiuvesiunases uaznmdnwalvesaniufn

N13AN®¥I1989 Livingstone et al. (2017) uuniesouladvednuazig1dvusendu
4 nauudn Iiun (1) arudssduiden wu madrdademitlivmneamdeadudunme 2) miudes
funisAasie WU n1sgnasaliniennaun1ud eoeulay (3) Aradsaduwidvy Ly
A3 nasnalanienisiiunienisaziiindoyadiuyana uaz (4) AuLE s 1uNgAns T
i manduundsesulat vidonslidosdislivnzan msduundananazvieuliiiuin fueoulat
deudutou uardndudadlduinsnistostunassedu Hedrumaia n1suinsdnng
wagnsRTINweiS ey

ludanain Anuvasadedadialuaaiudne Arsaseunqun1sUesiussuuAieuny
n159AN1sTeya wagn1IAIUANNISIUIR ey a Wi n15lYIzu firewall n1sid1svadeya
SYUUATINTUNITYNTN LaENIATN15A15097 0y ant 19as1Lane uonaini mMsteriuleung
Awdasnsdedeya (information security policy) Aifalauazgavan mnudssun1sU3MsTanTs
Larainsg UM TUFUAR imnzaudmduyaains uazdiiou lusdun1sfnen n1sains
ANUUaRATEATaA 899 1AENITTAILIAIIUNITIAUTINYEYBINITOU A LATUARINTNIINITANY)
Aeafunslinelulafoshaaende Snfasnunisivinviude matlestudeyaduyeea wagnssuie
Ausdeeaulad n15lviaug duaiudasadeleiues AsysuINITlunanansnIsiseus Nanssy
\@Sundngns uaznsiaLnInInagedsieiies Snuszniawilefidify Ae unumvesiamsIsy

https://sol1.tci-thaijo.org/index.php/J_SSR/about



https://so11.tci-thaijo.org/index.php/J_SSR/about

/. 015d1S JOURNAL OF I 2 2t 3 Tuney - wwney 2569 7

-~ duANANBIUSNSSAU VoL2NO3  March - April 2026

29ANTUNISANASUAMUUABAN BRIV A ADIUANWIAITASIIUITEINIATNANLES LN nALULaE
DYNIITURAYDU NISLANSWANTUDIN D U AZNISATLUNTNDINANTENUVDINISNTLYIN00U baY

Y
a '

nsafietausIsudIna1n Yasaangdnssuld oe uazdaasunmsldimaluladiionisisoud
P NAT9ATIA

Tusgavuleuie nsuimsanudasadeddadniudedldsunisatvayy annitey
udain uazn1Asy HumsvuaasTueaenstlaiues mswaszuulassadieiugu

¥

v Y]

i waznsaduayususzana dmsunisimunszuumalulaguaznisinausuyaaing uleuie
szavAtunumaAylunsmruaRanIInITimLIANUaen RIalUTE UUNITANYIDE 198 9T
wondInil ANsINdeseninsd@n uAney) unases Fuu wazaraenty gududadedAy

g
9

Tunsiasuasremnuvasniefia w3etisanusiudedasliiAnnisuanuasuteya 1Reafy
feeoulad msiwuininsnisdesiusiudu wagnisadvayunsneinsatumalulad adus
AUIINLBAINAT? ﬁmmé’wﬁ’zyaEJ'N?jaiuqﬂﬁ%ﬁaﬁﬁ’ﬂeﬁwas‘ﬁé’ﬂwmzﬁi’fmwsmLmu (OECD, 2021)
wazidsunlasednessinda Wefinnsanlunmsiu anuvasadoadvaluaaudnudadulseiu
fif R 1IUIUUUDIATIN AsoUAqUTT I uImATia N1UTMIsTANIT MswauReeL5 oy
fausssnoadng warulouieseduni nsysannsesiusenoumariiasdiainessuuiinanisSous
fiuaonsts ananudssandsluues uarduaiumslimaluladiftensfaunnsnwegisdsdu

sUnuuNsUIWsIATeveLilaLasNaiiduiusiveeyla
INNSAUATILIUUIAA MU a11150LEaUDIULUUNITUTNIS LATBY8aRIuANW
Wotasuadnfdqududvesulatveufifou a3 uaryaainsnianisAnel lugaddia
Iegnnduszuu lnsgaiunisysannisanusiuiienatsnindiu nswauinvenailiendsa
nastasuasieszvuauUaeasdulaiues wagnisiimuauleuieidassuulusedvaniudne
wazszAUUsTng JULUURINaRsoguuMannisddyfe nsuimsuuuiaioris nsidauso
voaduladnuds waznslideyadaUsednvlunsinduladaulouiy wnfanisusmsiaieig
Woiasuadenddududveoulad dldsiinegifisenisdostudslovesidunadavidy
uAfenseuAquilAvnIdsnL 3ninen TussTu uaza3esTINATa deilnadenginssunisldinalulad
vosfiFoulaenss nsadanddutuistesduiumaislussiuyans sivesng uazssduedode
Fapumsdnw Tagendenisysannsmineins awg wareudevgannatsniadiu JULUY
nsuimaetettefindmannsnsuundu 4 fvdn il
fAnnds Fmugmileinietne
ANUUDLAS e (Provan & Kenis, 2008) Anusiuilansavedoilunalnndn
Tumsiuirdeunisaianiiduiusvesuladluanudnw Wesmniymanuasadsluuesidnuus
Fudou uazidenlosmarniadiu mssudunulasanudnvuiediainliifiome Jedududes
91fuAINTInT 09y 189usT sadnstenvu 1T srvgsumalulad funases yuvy
uarpadnnIAlszedany Anumiledindnn aunsasiiunisldvatssuuuy Wy nisdndaeietne
aataonde leessefuniiuiinsfinu maadaunanrlefuuandsudeyarmanssudbeoulal
msdnfanssNouTHmsErinslsTouLazesAnselulad nasnaumsimumangns Saufiurinue
nsldumalulafedisaonds uonaini n1saiaeTotedeliiAnnisuladunineins

https://sol1.tci-thaijo.org/index.php/J_SSR/about



https://so11.tci-thaijo.org/index.php/J_SSR/about

0~ "4

A cnsa?ﬂs 3&.%3!:‘&&85& U7 2 atUit 3 Sunew - wweu 2569 8
< dufAN nmusnssﬂ_u Vol.2 NO3  March - April 2026

v v [

TUNAAUNSNYINTAIUIT
9928 @S9 YUVULVINITHS OUS

9 Y

[%

Whiuasosdlanazaannuisuaulasasdiglaueslauindu 8nmns
MOAVTNTHUATUNTARUIAT WATYARINTNINTANWIBEBLTBY

Maueaaaud malulad yaains waraulszana dealianufnuy
§

aaa

fiAnaes TAnsiaInaLloFavia
NISNAMLINALLDIAINEA (International Society for Technology in Education [ISTE],
2016) \Jussdvsznevdduesmsaigiduiuseosulat Wesnmginssuvesldinelulad
fnalpemseesziumudsslees madaadminuemsiviviude msAnddininyg msdansdeya
druyana wazeTusssuAdia Suduwumaddglunsananudsaerdaaiunisldinalulad
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fAflany fRszuuauUasnsleues
nmMsnaILszULANUaenigleiues (Interational Organization for Standardization
1501, 2018) MssiamnszuuANNUasadslavesluaaudnvndussdusznouidslassanaiivae
atfuayu nsaenfdutudeosulatededafu szuudandiaseuaguiisannsnisniaaie
WINTNITAIUNITUTUITIANT WAZUINTNITAIUNITATIANUATENINT U1RTIsMIanale taun
nsfafsszuutiostuiauis nsdsiateya n1saruaudnd n1sidfsdoua nsdsesdoya
waznsiilisededeanaumisleivesuuuiFoalml vuinnsnsdunmsuimssanaiendos
fumsimusuleusmiudasndedeya nmsdaiuusuiiemnnisallowes uaznsUsedliumiuides
og1amiane ludunsasianunsening aaufnwimsdnianssueusy nmsussaduwus
waznisdeansnieluesd nsegrsdeiiloq el ifsunazynains nszmlndsaiudidy
vosrruaonstloued wazaunsaufjiRauldesramnzauilodoundyfuooulat
1Ana Sauleunsuaznisuims
faulouisnaznisusms (Fullan, 2014) 1 unalmd sssuuii vaeldnrsauiuau
sueasndeAda Tuanudnwidaudedewazdedy fuimsanufnwifiunuimdday
Tunisimunideal ulsvie waznagnsduarulasadolaives saianisdaassnineins
iWeauayumsiniuiu msfvuaulouiemsaseunguussfuddn Wy nmsduasestoya
diuynna nsldmalulagegrumunzay Msdanisiuanisalanudasadieleives wagnisduasy
fwusssnosdnsiinseuinfsanuvaendofdva uonaini msdinsfenuussdunauazUiulge
ulsurgetsiailes eliaandostuuiunmaluladfivasuuvasedsmmi Tuseduulouie
AsfnwivesUszne nsaduayudiusudssan laseadiad ugnudda niaauinag
wavnsadiaedevieanusiudestvinamiieay Wuladuddyfivieasuasng ssuuanulasnde
lawesvesanudnwiegradugusssy
Tagagy JUnuunsUImsiedetneiiieiaiuaiaiiduiudsoouladluanufny Usznouse
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nagms nsadenusniefumiesnumeuen meimuilasiaisiugiusueaaendelees
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vaugieiu asdasuaiunsaiiesdauluuszgndldlunisesnuuunisdanisisousidaasy
A137Wisiud e 1sAMT NN uaznsUgnilsasessnada i eauiToulvdinee
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2010) MsmsAnwdauiung Uasnds wasdiuluszezem
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Advaluaniufnwmsdnduns mugfuislussduannia warsedugania Taswunisiivun
WnsgIuANUlaendelsiues MIMLIANNINATUAZUARINTNIINSANYIAUATA nsatiuayu
Tassassitugusumelulafansaune uaznisasaadetieamusuiiossninnianmsiny wae
mamelulad WewdSuaiuszuunsfnunilvasnsts wasaenadosiumaudsuulamwosdinudiva
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Tuiea 4 SAThaueTaasviounsuuivasuannsuimsuuuruaudlug msuimsuuuedetneiiiiy
nsildausin Mswanasunsnens wagnsiAugkasIuiu (Provan & Kenis, 2008) lalaafang
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education ecosystem) dutsgnausmiegidiuladiudenateseiu

References

Bandura, A. (1991). Social cognitive theory of self-regulation. Organizational Behavior and
Human Decision Processes, 50(2), 248-287.
https://doi.org/10.1016/0749-5978(91)90022-L

Bryman, A. (2012). Social research methods (4th ed.). Oxford University Press.

Castells, M. (2010). The rise of the network society (2nd ed.). Wiley-Blackwell.

Floridi, L. (2014). The fourth revolution: How the infosphere is reshaping human reality.

Oxford University Press.

Fullan, M. (2014). The principal: Three keys to maximizing impact. Jossey-Bass.

Hargreaves, A., & Fullan, M. (2012). Professional capital: Transforming teaching in every
school. Teachers College Press.

Hollandsworth, R., Dowdy, L., & Donovan, J. (2011). Digital citizenship in K-12: It takes a
village. TechTrends, 55(4), 37-47. https://doi.ore/10.1007/s11528-011-0510-7

International Organization for Standardization. (2018). ISO/IEC 27001:2018 information security
management systems—Requirements. https://www.iso.org/standard/27001

International Society for Technology in Education. (2016). ISTE standards for students.

https://www.iste.org/standards

Livingstone, S., & Smith, P. K. (2014). Annual research review: Harms experienced by child
users of online and mobile technologies. Journal of Child Psychology and Psychiatry,
55(6), 635-654. https://doi.org/10.1111/jcpp.12197

Livingstone, S., Mascheroni, G., & Staksrud, E. (2017). European research on children’s

internet use: Assessing the past and anticipating the future. EU Kids Online, London

School of Economics and Political Science.

https://sol1.tci-thaijo.org/index.php/J_SSR/about


https://so11.tci-thaijo.org/index.php/J_SSR/about
https://doi.org/10.1016/0749-5978(91)90022-L
https://doi.org/10.1007/s11528-011-0510-z
https://www.iso.org/standard/27001
https://www.iste.org/standards
https://doi.org/10.1111/jcpp.12197

lm},01‘531 Kot 1B U 2 atuil 3 furew - Wwwigy 2569 11

4 ﬂdﬂ”ﬁﬂU]USV\S’Sﬂu Vol.2 NO3  March - April 2026

Muijs, D., West, M., & Ainscow, M. (2011). Why network? Theoretical perspectives on
networking. School Effectiveness and School Improvement, 21(1), 5-26.
https://doi.org/10.1080/09243450903569692

OECD. (2021). 21st-century readers: Developing literacy skills in a digital world. OECD
Publishing. https://doi.org/10.1787/a83d84cb-en

Partnership for 21st Century Learning. (2015). Framework for 21st century learning.

https://www.battelleforkids.org/networks/p21

Provan, K. G., & Kenis, P. (2008). Modes of network governance: Structure, management, and

effectiveness. Journal of Public Administration Research and Theory, 18(2), 229-252.
https://doi.org/10.1093/jopart/mum015

Putnam, R. D. (2000). Bowling alone: The collapse and revival of American community.

Simon & Schuster.

Ribble, M. (2015). Digital citizenship in schools: Nine elements all students should know
(3rd ed.). International Society for Technology in Education.

Selwyn, N. (2016). Education and technology: Key issues and debates (2nd ed.). Bloomsbury
Academic.

UNESCO. (2019). Digital citizenship education in Asia-Pacific: Policy and practice. UNESCO

Bangkok. https://bangkok.unesco.org/content/digital-citizenship-education-asia-pacific

https://sol1.tci-thaijo.org/index.php/J_SSR/about



https://so11.tci-thaijo.org/index.php/J_SSR/about
https://doi.org/10.1080/09243450903569692
https://doi.org/10.1787/a83d84cb-en
https://www.battelleforkids.org/networks/p21
https://doi.org/10.1093/jopart/mum015
https://bangkok.unesco.org/content/digital-citizenship-education-asia-pacific

