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Abstract
The Bitdefender Scamio intelligent technology is a program that can be applied to

enhance cybersecurity for digital-era learners. This is especially important as internet usage
has rapidly increased. Digital literacy, the safe use of information and communication
technology (ICT), media awareness, and understanding the impacts of ICT on daily life,
careers, and society are crucial. The rise of complex and diverse cyberattacks means internet
users face the risk of being deceived through emails, messages, and various links. Bitdefender
Scamio was developed to help detect online scams using artificial intelligence (Al). The goal
is to enable users to submit suspicious content for analysis and receive results within
seconds. Therefore, integrating this technology into teaching methods related to cybersecurity
can serve as a case study for identifying and preventing potential threats from internet usage.
Furthermore, Bitdefender Scamio helps detect threats and promotes responsible and ethical
use of digital technology, aiming to ensure learners can safely learn and communicate online

in a world full of cyber risks.

Keywords : Intelligent Technology , Bitdefender Scamio, Cybersecurity , Digital Era Learners
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Scan potentially unwanted applications
Scan scr.ipis
Scan network shares «

Scan archives

AA 2 wansnsldnudammunes aanflelulunslesiunuuiEsalng
" https://th.safetydetectives.com/best-antivirus/bitdefender/
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3. nsdesiuilvd v/n1sdesduriu 1 eladnudid suvufulednnsdesiuilvds
194 Bitdefender aziU3suifisudoyatugruteyafiinissvinnmdulseddsfinensivledii by
Sunmeuazeglutyddmatsdiusients mindeyadueglusenis Bitdefender agufonmaidiis
Fuledt fsnni 3

Web Protection by

Bitdefender

Dangerous page blocked for your
protection

AR 3 wansmsidudamnuned aandilelulunisteatuiivde/nsileatudy
31: https://th.safetydetectives.com/best-antivirus/bitdefender/

Bitdefender §sfininaonisudsiauiiazain iawisaglainivledlafignudenuazyinly
ilidgranistesiuauianaialusienisentiuyes Bitdefender 88190135 lnggldanunsnouyn
< & a a a PN [y o A 1 i 4 = &
Nulgaiawlalundniies Tusanlusunsudesiulasadu 9 wu Norton AaenislisaIgdnn1sng
Auazluslanoaduguiomuledivaonds egrtlsinulusansivinsimsoygiaaneivledin
tulvegeByavledvantugndewnunguineuaslidfidaus danwi 4

< ] ar o a - Y o
aunnaiulaanlaaasuadransadniiaeasedian

Notifications

Al Critical

Warning  Inforrgition

p Phishing attempt detectey

Add to exc

eptions

@ Infected web page detected

A 4 wansmsudaieuvesmsdeudasimunes aaniile
u: https://th.safetydetectives.com/best-antivirus/bitdefender/
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4. nsualszAnsnmszuulundesranfiomes tnelfiniasile OneClick Optimizer w04
Bitdefender 1uadesilefliusnisuvuiiugiu Feiivselovddmivninduiuiinslufiasuy
aoufianed Tngazaunuszuuuavauliadilisidusenaingunsal udiulviuinislésssuamnnide
\isuduguiaogns Avira (Feflia3ealelfiuuszAnsnmnnsys inuyained 1a3esilednnissinn
Tnsnesuaznslduunmes) Bitdefender avaulvduszsng 9 Jesuds Trdssuutans Indvezves
Windows Tiddsey 11ons33avEaldlilind wagdseifnisldau danwd 5

B Bitdefender OneClick Optimizer - %

Bitdefender can free up 1325.14 MB and speed up your system.

Disk Cleanup

View details
428 junk files selected (851,65 MB pEEEE

ian'lnazaazviara GB latiiavaantfa)

Priacy Cleanup

" 4T A View details
9621Ngrivacy issues selected (473.49 MB) N

© we recomme™ reviewing the issues before proceeding.

A 5 uanansiinUsEansnmssuuluaiesneufiames Tngldiedesiie OneClick Optimizer
Nu: https://th.safetydetectives.com/best-antivirus/bitdefender/

a0 v Y Y & = o v ¢ sa _ a ¢ a
VIAN ﬂa']’JﬂJ']‘U"I\TG]‘ULLﬂ@\“IIVLMUQQﬂﬂﬂﬂr]Wﬂ"l{LsU\'i']usUaﬂsﬁawmLLQiU@@LWUL@@i ﬁf’nllia

'
=

(Bitdefender Scamio) Manuiun1slidusyleviaindyauseAvgiuas (A) 1ensiadunasinsien
nalnsgauladlusuuuunsiiaszins1aduiuy 360 aern IElTnaluladadvianisunlesleyauay
JPUU UagasNanImiinaeunsisguinuaeniouasinued miudlsougandva

a

v a o ya A < a L Y -4
unumveasdFeuganvialunsiddafmunes aanille Auadnudasadelulanlyiuas

aa v A

HiSeugafRdvia Ao yaraiinigldanmwindeunisieuieoulal ninenshdsia Juang

'
(% 1 td 14 )

AenadesdanunseuniaziseuswazUsudinaonian nisintauvaeyaseulal uasnineins
Fdviadu o HrelifSeuannsaimuinueseg oo uazgiSoudesiivinulunsdum a5z
wazUsuidiudoya 1udefinalildlunszuiunisSouiienudasadslulanlewes egnslsfny
nslnumelulaBinaidulugeenudssiifedestusoaneumslsiwes Office of the Basic
Education Commission (2023) unumandgyuestiFoulunslétaimuines anile ileiaduasns
nsdsuiamaendelulanlmueimumdngns asemalulad Grenmsdiuany) e

1. {BvuldBoudandvioaniunisaldgmimissnunieyaragnasuasuulasteya
wazidndadeyadiuyana ndmintusandiiuianslfnusegim onduitafiuiaed aanile

AN us WU AUTEi el NNTIATIERag 19l s liAn NsasEndns wagnsis s



Journal of Social Studies Perspectives Vol.1 No.3 (March — April 2025) 93
NsasdInuAnwIUINTIAL U7 1 atun 3 @uey - wwgy 2568)

¥

Aerfuanuasadelulanluues fEsumsianuiiugruieriudvanalulanlovesuayisns
doaftu 1wy nmsadsiasinuiivasads msndndesdaiiliundotio uaznslisumonduasiosty
Th¥a

2. fFvudsuunuiinuanananunsaiiiduinrudedsnuluussifiunsiamuinuy s
THwalulagegresuinveulaglifiSoussyuszinunisldaumalulagegialasadauazinau
fUaveu Wy BmsuftRnuuumssitaudedanm (Social Media) aghsasndiy TBn1suntes
foyaduyana uazisnshimeuniteyaiioradusuneserdu

3. {i3ounansnisidudinlunisasaimusssuanudasadelugurunisseudlungulaeg
HiSeulnsginan1snsivaeunansawnubisa Sauwis mnnsldnudiedgenduiidninunes
anille Tnseduefsunumilumsainainmsssufiduaiuanuvasadelulanlowes Taonsudaiy
arwdfuiiiousandu nsmenumnnisaifivhads uasmsduasunmslinumeluladesnaaonde
Tunguiilow

1NTOANURINA 1T AU UNUINVBLITeugARTITalun1sd0nsnunes aniilosions
wasuadeanuvaendelulanlewesidseudu dufifoudeafansruiunisdoulaeiinine
nSEUILNSAR LArAaNsTINSEEUSTegn (Active Learning) dagjasusaslidoyssaunisaiursnns
Beufvesenniinaiiyaiumsdnenenysraunsaiannuinsssuligsussu

unumvesaaugandiaisinensistuasanuUasadelulanluues

MnMsAnwLenansiiiiitemuingasudesuuidsunszuiunisinnisiounisasy
usdesimunmues TnsumuvvesesiaougaRaratusesdinisaiaaninwindoums
lowesivaendoungBouielifFounszninginnssnwmnuvasadslulanluiesd 3 Diteeyon
(2024) waw Fasulo (2021) Sunelidedl

nsairsanmnadeumsluuesivasadelunsianisBeunsaouvesagyanavia Sududes
fsantenuantRvesnuvasndenislsiues (CIA Trait) ﬁﬂszﬂauiﬂﬁawé’ﬂﬁugm 3 Usgnsi
anudny fasunasiinnmsinwamsmssatnuagyinliAstudiolfanmunadommsluveiiivasnde
TuniSeuls diimssenuuvanimwadounsdsunisaoumidleesiivasnsds Ussnaude

1. amwLLfmé’aumiSauiﬁdﬂﬁLﬁmm’mﬁu% (Confidentiality Learning Environment) #®
JaoudesnsuisliiiFouinaruiulanaznseninlasuansdet unoulunindduseudae
anmuandeunsluuesvasndsdainsuszneuluseniuidniulevesidaulunsdnds weuns
wazinusnwdeyansluanimndeunisleiues

2. amwLLmé’aumiL%“smeﬁ'aa%’Nmm%‘laé’mé (Integrity Learning Environment)
anmundonmilaueiiivasadedniufessznoulusedeyaiignioufiovhligSeuduause
AaiFeusliegnaiussansam suluddiinnegluane linneglunsaundmieilenalunisan
Humbeanewgrnssumadluiweslitiaauinmmendenltisdesdieviessuuiiiinimsaasutoya
fideusotugutoyanisusnlietnesinisa szuuAansesteya n3osruunissenudeyady
miaeaunIBuen uana Nty anufnwiaisiiniiedvseneuludeyanaifintiifinseaeuns
weunstoyanisluued uludsyanaiidviniifsdesiungmune Welunstiemdeliannis
wunsdayafigniodluanmuandeuiusely
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3. anmwndounnsEeuiiiansiannumen (Availability Learning Environment) Aofaou
Fostmunanmuandeamidlaiueiivasade TasenaffimsnswaglvgiFouswieiiouaifisa
wioulumadnfedodlidoyaooulay Medardessznaulufedoyadivarnnansuazifivanose
AnudesnsvesgiFeu uludsmsaideddunslideyauaznsliuinmstoyaluaninuindouse
feandumsfinmmsduaiunundeuiladentfindosdofifimsdnnstoyandvadiianuades
srUUNMsWendeniussansnm Wy szuvUfoinamdsiuiiansadanisteyasing q mhoaiud
ﬁLﬁmwalumSLﬁasﬂ'ayja vsesvuuluvedidanuaieslunisnseaedygionad s udu

nfinananisduanimadennisiioud (Learning Environment) udsddnydmiunaglu
yaRdvadosUudsuiielsif Fouldidnds Whle uaviBeud dedndesnsasululsziiulafing
ponuuvanmwIndeunsfsuslimnzansudd ity 4 Fsddasnisasuninuvasadelulan
loiues fapudesoenuuvanmwindeunsisoudineliinanuiila msadrennudednd uasd
Aradon Taifi3suaziinitouiinuuuessiinanuashluu fuliludiaUss s iuld

ayUasAnu;

mstinaluladdeniezdafimunes aaile Welaiuairsniuvasadelulanluuesves
H5ougaidvia luiuuszansanlunisieunsasudiiuasasnd el iFougadavia $anld
weluladdyaussivg wazlindnnisesdauiiivainnats faeudesdinnsesnuuuianssudy
nszduemaule wanifuusslenisedSoulugadda aenndeaiunsiFeus luamssuil 21 My
yinwznsltinaluladfdvaludinuszdiu wagmsSeusvesioununrmduaie eflazannsa
vitussanaululanluvesldogamngay uonani {Seunardaoulugafdviadiamizatily
fimusosenifloduaiunmsiiiviufennaululanlsivedmensiaunssuunsanvesgailuseiu
g dny uarUssnanfesaiivssdnsamluewan lnedaeusidudeseaniuunisisounisaeu
Tneligi3ouldi3ougannisldauiiegeenduisfafunes amile sauianiseanuuy
anmuandeunsiFeuiiaseunquanminadensiliiusedaiissuuaaasadelulanleue i
arusivle Wiudsnudedng waznisadrsmnundounessyuveaulad fadulugayiiiaivad
anufurnumaluladldnanefudiuvilmestinusedriu anudnwezdoumlumsiinalulad
ultdso1afimnundes iumanananudnundsioslimudidyiuanudasadelulanloives
waluladfianuinmiiegsings nmstianudfytuanuvasaselulanlewesidud iy
anuAnudeanfeusuiletusoanamisluued lifsuieuntedoyauazssuuitu widuile
afuanmadeunsGouiivasasouasinuzdmivgFougaadvialuounan

References

Diteeyon, W. (2024). Approaches for enhanding cyber security among leamers. Academic Joumal of Thailand
National Sports University, 16, 291-302.

Electronic Transactions Development Agency. (2021). CS101 Basics of Cyber Security. Retrieved December 2,
2024, from https:/Amww.etda.or.th/th/Useful-Resource/Knowledge-Sharing/Articles/Cybersecurity-
101.aspx



Journal of Social Studies Perspectives Vol.1 No.3 (March — April 2025) 95
MNsasdIANAnEIUINTIAL U7 1 atun 3 @uey - wwgy 2568)

Fasulo, P. (2021). What is the CIA trait? Definition, importance, & example. Retrieved December 2, 2024, from
https.//securityscorecard.com/blog/what-is-the-cia-triad/

Hoanca, B., & Mock, K. J. (2020). Artificial intelligence-based cybercrime. In M. Khosrow-Pour (Ed.),
Encyclopediia of Criminal Activities and the Deep Web (2020, pp. 36-51).

Khurunun, K, & Saengthongdee, T. (2023). Guidelines for preventing cybercrime in Thailand. Journal of Legal
Entity Management and Local Innovation, %6), 180-190.

Mailmaster. (2024). Bitdefender (Antivirus Software). Retrieved December 2, 2024,

Na Pibul, A. (2023). The correlations between the concept of cybersecurity and the personal data protection
law. Nitipat NIDA Law Journal, 12, 84-107.

Novak, D. (2024). Bitdefender Scamio — Scam Detector (REVIEW). Retrieved December 2, 2024, from
https.//Awwv.linkedin.conv/pulse/bitdefender-scamio-next-gen-ai-powered-scam-detector-chatbot-
novak-mf8fc

Office of the Basic Education Commission. (2023). Unhealthiness. Retrieved December 2, 2024, from
https://rmain.spmnonthaburi.go th/wp-content/uploads/2024/04/ U3 pdf

Pansuwan, C., & Chitsawang, S. (2023). Guidelines on corporate govermance for responding to cybersecurity
threats in the digital age. Rgjapark Joumal, 17(53), 103-119.

Putwattana, P. (2021). Leaming management for developing leamers in the digital age. Joumal of Leaming
Innovation and Technology, 1(2), 1-10.

SOSECURE. (2024). Summary of 9 major cyber attacks in Thailand. Retrieved December 2, 2024, from
https//www.sosecure.co.th/en/activity/cyber-attack

SafetyDetectives. (2025). Bitdefender Review 2025: Is it a good antivirus? Retrieved January 2, 2025, from
https.//th.safetydetectives.com/best-antivirus/bitdefender/

Thaihealth. (2024). Thaihealth collaborates with Chulalongkom University's Faculty of Economics to delve
into online threats, revealing that 36 million Thais have been scammed, resulting in nearly 50 billion
baht in losses. Retrieved December 2, 2024, from https/Amwv.thaihealth.orth/?p=362488



