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Abstract

This academic article aims to (1) study and analyze the current situation of laws
and policies related to the security governance of smart grid systems in Thailand, (2)
compare legal and policy frameworks governing smart grid security in other countries, (3)
analyze legal gaps and challenges in the governance of smart grid security in Thailand,
and (4) develop policy recommendations and propose a suitable legal framework for
overseeing the security of smart grid systems in the country.

The findings reveal that the development of specific legislation for the security
governance of smart grid systems in Thailand faces several challenges, such as the
complexity of technologies, inter-agency integration, and the need to balance innovation
promotion with security protection. Smart grid systems remain relatively new in Thailand
and have not yet been widely adopted. Therefore, analyzing approaches to developing a
legal framework is of critical importance.

This study proposes the following recommendations: (1) A clear national policy
should be established for the development of smart grid systems, including the
promotion of renewable energy. (2) Existing laws should be reviewed and updated to be
modern and aligned with relevant agencies involved in smart grid development. (3) The
renewable energy electricity production sector should be supported. (4) Community
participation in energy use should be promoted to enable the development of smart ¢rid
projects in areas with renewable energy potential, thus helping to reduce environmental

and community impacts.

Keywords: Smart Grid; Cybersecurity; Energy Law; Critical Infrastructure; Data Protection
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