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Abstract

In the midst of a volatile and rapidly changing global landscape (VUCA World),
risk management in higher education institutions that relies solely on rules,
regulations, or external standards (Hard Controls) is becoming insufficient to address
emerging threats, particularly those stemming from human behavior and decision-
making under crisis. This conceptual article proposes a new paradigm in risk
management, shifting the focus from command and control to building mental
immunity within the organization's personnel. The article analyzes the limitations of
traditional management approaches that emphasize fault-finding and punishment,
which often lead to a culture of fear and information concealment. It proposes the
application of organizational psychology and universal ethics to construct Mental
Immunity, comprising three key components: 1) Risk Awareness cultivated as an
instinct, 2) Professional Integrity or Self-Regulation, and 3) Resilience to withstand and
recover from crises. Furthermore, the article highlights the critical role of leadership
in fostering Psychological Safety, creating an environment where staff feel
empowered to disclose errors and collaboratively solve problems without fear of
blame. This approach ultimately leads to the elevation of a strong and sustainable
Risk Culture, which has the potential to serve as a crucial foundation of educational
quality, beyond mere compliance with documentation standards.
Keywords: Risk Management; Mental Immunity; Psychological Safety; Risk Culture;

Universal Ethics
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linear, Incomprehensible) (Cascio, 2020) F4dHANTENUIALATINOAIINDY TOALATNT
Wu1AMAINN15ANI (Bennett & Lemoine, 2014) faananaludagduliladninegiiies
J998A1UN1TRUNTBNEN N WATIATRUAGUTIAMUEEIR1UTBLEES (Reputational Risk)
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fuanaunaleiuas waringaaing FlauaziBungaunareINonITAIANITH 113
a = . = I3 A A a sal o o o v Y a
UIMIAMLELS (Risk Management) Jananailuiniesdiowdanagnsndrdgydmsubuims
anuAne) lunsTuAdauednsliau1san1INILINg A LaEUTTANUS AN LN UIAMAIN
= a J a P a P I3 a o w
n1sfnyien1saniun1siiduda (EJPEX) nSatnauaiuinsgiuainadu o (d1dnau
UAnNTENTNNMIRAUANET INe1enans Ieuavuinnssy, 2567)
agalsinny wumamsusmsanudsdluaatuaaudnuilvediulvg Ginsdnfn
o o e & a L. . a v v =
NUNIEUIUNAULUUA A (Traditional Paradigm) MU UNITAIUAUAIENATLLU YU
(Regulatory Control) #38n154 wiuAugNFoIn1ungenadl (Compliance-based) 1lu
nan (nuasses MUned, 2562) Iaglvimnudrdydunisdnvingide n1sasiedunaunis
a v 4 a Y a a s
MTIVFOUNLTUIIA Lazn1TaslnuilotintaRanann (NNaIT5U NUNIA, 2562) LUINIS
sanarudaziludsdnduiiugiu (Hard Controls) wanduitedninlunisiuliafuaruides
Minandadeuyud (Human Factor) muideuasnsdidnwduauanndliiiuil ssuunis
mvandunaiulilngraanudilaludfveswywd dnneliiiniausssuuraniig
#119nNa3 (Fear Culture) FayaainsazideniiazUnUadgmimsesneaudoyaiiaiiie
nanideansgnami dealiguinislilasudeyaninuidssiwiasunseislaymanany
naneldudngm (g5au ngwaiuni, 2561; Edmondson, 2019; Weick & Sutcliffe, 2007)
NN NMTUBYULUAIURINTBURUIAANITUSUI TAMNULEEITZAUAING 19 COSO
ERM 2017 (Enterprise Risk Management — Integrating with Strategy and Performance)
way 1SO 31000:2018 (Risk Management — Guidelines) A13liAIMUAIA YA UTAUST T
99ANT (Culture) hazdadeuyuduayTausssy (Human and Cultural Factors) 41110731
LEILANTEUIUNITUTBLENEANT tnetiugninUseansninveinisuimsanudesiuegiu
ngAnssusazviruafvosnulussrnsilud1fty (Committee of Sponsoring Organizations
of the Treadway Commission, 2017 ; International Organization for Standardization,
2018) @OAAADINULLIAANINININGI8IANTITDIAINUADAAEBNI93NINGT (Psychological
Safety) ¥84 Edmondson (2019) fiieuain a3ansUsrauaLd1Saneds19dn 1MwIna ey

fuAaINInduansmURsLiuLassLSUTeRANA DN SIS EUS
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UNANIYINITTIWIAA (Conceptual Paper) adull sjsiiauanssuiuviailnily
nsUIMIANUEssdmsuandugauAnw Ingausliluasugaituainn1snIuALNIguen
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InIneg1e3Ans lnevaneds IaruadnsavesyaanslunisAnnses dainan uazundes
N3EUIUNTANINNITTU ANE g Tadou inesnwaunalunisdndulavinunans
a ¢ a oo 13 v - = =
Inganisal lagunanudvinmsiiiinguszasd 3 Usens laud 1) ieidSeuifigunssuiu
AAUNISUSMIAMUEBILUUALANAUNSZUIWTAllm 2) iieTnsziesausenoudiAyves
nsasgifuiunisla duldun arunseninideainudes (Risk Awareness) AuGodngd
lu3vTw (Professional Integrity) wazai1udnangunidla (Resilience) wag 3) Wiouaue
L@ msugunlunsiasuduinusssuesAnsiiaunseAuAMAINNSAN W LAY
dagu

A 9 v ' a | o ¢ &

WeliiiuAInANUkANANYBINISUAs LN SEUIUTIATRE 1 TuUSTIH UnAIY
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(Control) (External Control) Regulation)
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... nIEUUNALLAY QERATR I VINEEY
Ussiausdsguiney
(Traditional Paradigm) (New Paradigm)
yuuessiony | wendurnudumadnides | sesduuniSsuiionsiteus
HANATR aslny (Blame) (Learning Opportunity)
ANNANYTAILUY (Zero | AnuEanguiasnITius
Wmnegagn
Defect) (Resilience)
. fINTUAERTIRARY assiiunvaendeuwazusiuwuy
UNUMG

(Command & Control) (Role Modeling)

fun: ALeuduns1IenaINwUIAnYaY COSO (2017), ISO 31000 (2018), Edmondson

(2019) waz Weick & Sutcliffe (2007)
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(Risk Sensing) MHlsagluinn1svinaulsedniu
a v o a ¢ a o | A . . i s

WUIAAUADAARN BINUNH W DIANITNUAIUUILY B0 g3 (High Reliability
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fatiu n13a$e Risk Awareness Tunszuauvienilu 33ldldnnsviessingszdeu ud
Junsa¥reailuesdng (Organizational Mindfulness) Faiduwaladdnyuomnud HROs
(Weick & Sutcliffe, 2007) ﬁﬂizéjuiﬁqﬂmmﬁgaﬁwmmgLaua’iw Asivhegianudsesls
dousyuiold? uagmnifamgnsafldaniiy 1sasduiieegels? nsmsenindd
Wisuailouszuuuszamdudavessramedinesnsiadudlanuasuneuiazgnaniing
nszualdon viliesAnsannsndanisanmdssldludegn (Proactive) wazdesiuaiy
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& Sutcliffe, 2007)
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3. audangunsla (Resilience) annrsyjaiiuadnuauysaluuuganuaansalunig
A

sAUsEneugavied s sulaiieunnudivesszuugiiduiy (Immunological
Memory) fie auBangunisla (Resilience) Tunszurusienlifiy nsusmsanudetn
G'?qLﬂmmaﬁﬁmmaugszﬁuw (Zero Defect) (@5au nquaiIuml, 2561) nen1sdesiu
LilfiAnAuAananaae (Zero Risk) aifunudfauuy Fail-Safe (Foslaiduiman) usly
mnduais Liffesdnslaanunsatesiusoanaild 100% astanizluga Disruption 7
Ingranaiintuluguuuuiliineaefoanieu nsBafiatunuauysaiuuuiailiesdng
Wip11a (Fragile) aiAnmanisailininily yaainseraiinauiunssnunuasduau
(Panic and Confusion) wagdwwaliszuunisanduanuviaaiesam luusunvedanea
BANI uwAn Resilience lalldifuifissnisiugaidy wiedmmeuvesnssuiiofussuud
\We1rune (Brittle) Tnedsuainssuuiiudeusiuse (Rigid but Fragile) Tnaneiduszuud
favguuazi3ouianauduman (Safe-to-Fail) Inefidaogranmsnsiilususssu wu
nseenuuulasimsiisendalouie (Policy Pilot) nienisadiafiufinaass (Sandbox)
dmdumsitmumdngasuazuinnssuuinig dalialemalfanduaunsanaasuaziSous
MnAnuRananlureuluaiiauals (Controlled Environment) szt asanAmids s
sefnTzaLdaIesTuNdUTe TS uLTInaduNm Aa

nszuwimilmidsauelfiudsunsmesnguuidn Safe-to-Fail (dumadldussos
Uaensy) (Weick & Sutcliffe, 2007) LLazaJ;qLﬁumia%ﬁﬁmmmmmsﬂumsﬁuﬁamfﬁﬂqm
(Bounce Back) 1ﬁiﬁﬂL§3ﬁEjﬂ wieiisuni Organizational Resilience wnAnTidenndes
fuUndnnns Anti-fragility 109 Taleb (2012) fvauedn szuuiidlildudssuuiinuniud ouss
nszunn uidenduszuuudeunssdu 2nussnszunniy luudunanitugaudny,
Resilience agagviouaaninluguiuuvaInuaaaesi (Agility) Lﬁam%m?ﬂqm i Tuaag
msszuinvedlaag iRl anmufifigfidutufuiiarannsnfudeusuuuunisdeunis

ADULAENTUSINSTRNTleeen951a5) TaglddnRnfulnuiy (Weick & Sutcliffe, 2007)
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fiddryiign armBaveumalalusziuyana Aonauaddyesmsuimsanudes
Agefu yaainsifl Resilience 9zu0s91ANAana1AnIegUAn1salauld ve (Risk
Incident) llddaunnsesieusimiainndn vseanudumaddiuynna wiiduuszaunisal
ddnyfinlugmananuniFeu (Lessons Leamned) iloU$utgsnszuaunsviaulids sty

v a

(Continuous Improvement) viruadazivdsuninudss natedulenta Tun1swamuw
winnssy Fevilesdnsdgddumuiiudawnssuses 9 wmdeusinmeniaduweuiive f
(Antibody) #&sa1neunIsduYe vilindeusuiledudvanaulusuinnlaaged
UszdnSamdaniniu anudangunislaasiinduliliaeninasdnsvinninulasndenis
INNYN
GEL

nsusmsanudssluantugauAnwigalyal nsfianiiesnalnnisiiduguanie

= = Y PN 1A

ng ety 33rUUNITAIUANEINTT (Command and Control) wuuAtANa19 kil sne
dnsoly esandeanaululagiuianududousazilasuwdansufunifinginaniazla
MU unanutiawelviiinsidsurunseuuialludnisasagiinuiumiela (Mental

. = @ 1% [ YY) % '3
Immunity) Badunisadiessuudesiudeanaisludiuana lneysainis 3 esdusenau
dAy laun 1) Anunseniiniseaduides (Risk Awareness) MUAgWANNTTUIANUVING
wndudyrngrnlunissy it 2) anudedndluis@n (Professional Integrity) AlUasu
PINMIgnAUANATINEeuNduNsitiuguanues ua 3) anuBangunisla (Resilience)
Mdsunnanundanuiianaiaunduarundfaziseuduasiluiiainings

« I s & o [ < ! o v ] a Y a

WensanuesAusenauiiinauaealsvauiu asludiwdAglunisdaasuliiing

) a a v & . = A Ay o ] a
FRUUTTINAINULAINLUULLUN (Strong Risk Culture) L‘UiEJ‘ULall@u58UUQl|ﬂ3Jﬂu°U@\1i'Nﬂ']EJ‘VI

9

=1

\welieaAnsanansnnsiadu (Detect) Yoariu (Protect) wagitu (Recover) AulesaInng
Angelsogefivszd@nsamunnd v Jenszuauiadlndifidnenndazidunalniady
(Complementary Mechanism) Tun1sgagliandugaufnwiaiunsasiiuiusialaegia

otlag vihunansanuliuiueuvedangalagiu
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JoLaUBUULLITIUINNS (Managerial Implications)
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Tinvulaaseluneufua duimsanudny ey
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= v = | )

WinlnisiuasurIunss U AL
YU UNLNYITDIAITNANTUIALDUN5F9T

1. Msadeanulasnienisdninen (Fostering Psychological Safety)

¥

quimsdeaduddisulunsatsfunsisanunds Tnensuszmaulouied
daasuliuaainsndndanededanain (Openness) LaTI1891UAITNLE B3
(Whistleblowing) IagUs1Aa1nN15aalnenInnsevinn18Lanu1gase (No-Blame Culture)
nsadeiiuiivaended Wunalnd dgfiazdiodsudiuesd nsluduanuessenin
Aenana (Fap319il 1) nduiseadunudumariidesadny (Blame) lugnmsueady
UwS&JuLﬁamiﬁauﬁ (Learning Opportunity) suazilunsassannzuindouisesans
ﬁmwai’muﬁiiumwmﬁammmia%quﬁﬁuﬁ’umﬂﬂﬁﬁmmé’J"ﬁu (Edmondson, 2019)
2. i luguzAulLuun1easesssa (Role Modeling at the Top)
amzfiidunuuetng (Role Modeling) 1uiladuddaygsgalunisusmsaina
Fos fuImsszdugediesuanseanianudednduazauiuiinyou (Accountability) Ly
wuveehsiiususssy FeagthedsuunumgihannssuiuvimlAniiuiuisinisdonig
AR II980U (Command & Control) 11gn151usuwuU (Role Modeling) og19u7ia3e (A3
ms1eit 1) masedulalunngingadesdadulundnmsunnnimadselovdssosdu iods
doyeynau (Tone at the Top) liyaansiiudnasdnsbinudfgyiuanugnaewumdnns
winnImausslevunsenuiisnaladiuunna (Committee of Sponsoring Organizations
of the Treadway Commission, 2017)
3. ﬂ']i‘i,luim'mﬂil,‘%a\‘ll,ﬁﬂﬂ’nuLEIEN (Risk Storytelling)
WasuBnsdearsannisldnenada vie nsnduay Mdilaesnn wudunsld
Foaian (Storytelling) niensalfine (Case Studies) ftind uass Tnstanizluuiunves
a0 uEeINY ATV LU ANEANaIAtUNTUURANATEETTINTIdE UL Yue
vidogtAnsalmaasadeluriesufiinsuazanuiiinUfdRnuads ileadaersunisau
wazaudlafiand dwmansenulnainhannnindisaasiarluseny wansdasdae

a v

WANYALUUVRIRIANT IINNSERRRTUNYeideu Alle uazienais (Compliance) lugnis

q

A9V AUARA AL TAUSTSUYDIAL (Mindset & Culture) (A9M1S197 1) NISLANLS 89AI1Y
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Aanarnluednog 19 0aney8Ti Y AaINTIANAIINNTITITIUAUVBIDIANT
(Organizational Memory) waelalviningnaas (Weick & Sutcliffe, 2007)

4. MSWAUMINYINTUYELeIN (Proactive HR Development)

AITUTIYAUTIAULAIUANMLA B9 (Risk Competency) waza3osssuivndn 1lu
NiNTSasIm MsUseidiuma wasn1simuurans WilduAgvinuenisvina (Hard Skills)
waReagvimuAd (Soft Skills) TaudsAuaaIAn1aRdvia (Digital Intelligence) diesuflefiu
Foananmslowes matauminensuyusludnuasd wissnsedunalnamuauain
mw’fawwmsmuqmmmauaﬂ (External Control) U n1siiuguanuies (Self-
Regulation) WagnanA ueeANT M UsIALMUNgean foaudavg unazn1sil us
(Resilience) wnuN133 Lt UANANYTAILUY (Zero Defect) WUULAY (Fam37971 1) Liledn
nsesyaansifinndnuaraenndeiuadsutay Tausssuaudssesesdns (World
Economic Forum, 2024)

uanand msafrsgidutumdladadunalnddgiinovausseinusinunin
msAnwiionsAdunsiiiuda (EdPEx) egnadugusssu Tnsanglu wine 1 nsih
83Fn35 (Leadership) Tiifunisassannizuindeuiionssniunsfivsyauninudniiauas
n1sUsENgAUURMILATEsTIN wag e 6 N15UURNTS (Operations) Tuiuniseanuwuy
LazdansnsrUINMIURivsEAnsnmuaziianudaveudenuiudsunlas (Aglity)
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